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Cnucok TepMMHOB U onpeaeneHnn

Opranmzanuss — MAOY COII Ne43 ropona Tromenu

II/TH — nepcoHaJIbHBIE TAHHBIE.

HUCIH — napopManmoHHas CHCTeMa MePCOHABHBIX TaHHBIX.
APM — aBTOMaTHU3MpOBAHHOE paboyee MeCTO.

C3IIIH — cucrema 3aiuThl IEPCOHAIBHBIX JaHHBIX.



1. O6wume nonoxeHus

Hacrosmunii HOKyMEHT ycTaHaBIMBaeT TpeOOBaHMA K oOecneueHHro 0e30macHOCTH
HNEPCOHANBHBIX JaHHBIX IPH HMX 00paboTke B HHGPOPMALMOHHBIX CHUCTEMax, a TaKKe
UHPOPMALIMOHHBIX TEXHOJOTUH M TEXHUYECKUX CPEICTB, IO3BOJSIOMIMX OCYILECTBIISATH
00pabOTKy TaKUX NEPCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPE/ICTB aBTOMATH3ALUH.

[Tonutuka paspaborana B coorBercTBuM C¢ Koncrutyrmmeit Poccuiickoit ®enepanuu,
®denepanbHbIM 3ak0HOM OT 27 mrois 2006 1. Ne 149-®3 «O6 undopmanuu, nHGOPMaITMOHHBIX
TEXHOJIOTUSX U O 3amuTe nHpopmanuny», OenepanbHbM 3akoHOM 0T 27 uronst 2006 r. Ne 152-
®3 «O mnepcoHanbHbIX AaHHBIX», [loctanoBinenuem IIpaBurensctBa PO ot 01.11.2012 1. Ne
1119 «O6 yrBepkaeHHH TpeOOBAaHWI K 3aIllMTE MEPCOHAIBHBIX JAAHHBIX MPH UX 00paboOTKe B
MH(POPMALIMOHHBIX CHUCTEMaxX IMEepCOHAIbHBIX MAaHHbIX», [Ipukazom ®CTOK Poccum ot
18.02.2013 Ne 21 «O0 yTBep»ACHUU COCTaBa M COJCPKAHUS OPraHU3AIMOHHBIX U TEXHUYECKHX
Mep M0 o0ecreyeHuto Oe30MacHOCTH TMEepPCOHANbHBIX JaHHBIX HpU HUX 00paboTke B
MHPOPMALIMOHHBIX CHCTEMaX IEePCOHANBHBIX JJAHHBIX» W OINpENeNseT MOPSAOK 3alluThI
HEepCOHAIBHBIX JaHHBIX, 00padaTbiBaeMbIX B OpraHu3anuu.

1.1. Heab NOJUTHKH.

Omnpenenuts TpeOoBaHMsS 0€30MAaCHOCTH K MEPCOHAIBHBIM JTaHHBIM, 00pa0aThIBA€MbIM B
WH(OPMAIIMOHHBIX CUCTEMAaX IMEePCOHATBHBIX JaHHBIX OpraHu3anuu, ¢ IENbI0 MPEAOTBPAIICHUS
JT1000r0 HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Kputnunaeim  ¢akropom OezonacHoctu [I/lH sBnsiercss opranmsanusi 3()(QEeKTUBHOTO
koHTposst goctyna k [1/]H, oOpabaTeiBaeMbIX B HMH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX
TaHHBIX. OTCYTCTBUE aJIEKBATHOTO KOHTPOJIS JIOCTYIIA MOXKET BECTH K HECAHKIIHOHUPOBAHHOMY
noctyny Kk UCIIIx Opranuzanumu.

1.2. O6aacTh NpUMeHeHus.

TpeboBanust Hacrosuied [lomuTUKKM pacHpoCTpaHAIOTCST Ha BCEX COTPYIHUKOB
Opranuzanuu (IITaTHBIX, BPEMEHHBIX, paOOTAIONIIUX O KOHTPAKTY U T.II.), @ TAKXKE BCEX NMPOUUX
a1 (MOAPSAAYMKH, ayTUTOPHI U T.11.).



2. CocTaB 1 cogepxaHue mep no obecnevyeHutro 6esonacHocTu MNMOH M
nnad pa6ot no 3awute MNOH, o6pabaTbiBaembix B UCIMNOH
OpraHusauum

2.1. CocraB u cojep:kaHue Mep 1o odecniedennto 6ezonacuoctu I1x

B cocraB mep no oGecriedeHnto 6e30MacHOCTH MEPCOHATIBHBIX JaHHBIX, PEalu3yeMbIX B
paMKax CHCTEMBbI 3aIlUThl MEPCOHAIBHBIX JAHHBIX C YYETOM aKTYalbHBIX yrpo3 0e30MmacHOCTH
MNEPCOHAIBHBIX JAHHBIX U IMIPUMCHSACMBIX I/IH(I)OpMaI_[I/IOHHbIX TGXHOHOFHﬁ, BXOOAT.

e Mepsl 0 naeHTU(UKAINY U ayTeHTUDUKALUU CYyOBEKTOB IOCTyNa U 00BEKTOB JOCTYIa
JOJIKHBI 00€CIIeYnBaTh MIPUCBOECHUE CYObEKTaM U 00bEKTAM JJOCTYIA YHUKAIbHOIO
npu3Haka (uaeHTuduKaTopa), CpaBHEHHE MPEABIBIIEMOr0 CyObeKTOM (00BEKTOM)
JOCTyMa HIeHTH(HUKATOpa C IEPEYHEM IPUCBOCHHBIX HIICHTH()HUKATOPOB, a TAKIKE
MIPOBEPKY MPUHAIIICIKHOCTH CYOBEKTY (00BEKTY) HOCTYIA MPEIbSIBICHHOTO UM
UACHTUPHUKATOPA (TIOATBEPKICHUE TIOJUIMHHOCTH).

e Mepbl 10 YIIPaBICHUIO JOCTYIOM CYOBEKTOB JOCTYIa K 00BEKTaM JOCTYyIa TOJIKHBI
obOecrieunBarh ynpapieHUE MPaBaMU U MPUBUIIETUAMU CyOBEKTOB IOCTYIIA,
pasrpaHuueHue J0CTyna CyOBbeKTOB JOCTyIa K 00ObEKTaM JIOCTYyIa Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B MH(OPMAIIMOHHON CUCTEME MTPABUII Pa3rpaHUYCHHUS
JI0CTYIIa, a TaKXKe 00ecreuynBaTh KOHTPOJIb 3a COOIIOIEHUEM 3TUX ITPaBUIIL.

e Mepbl 10 OrpaHUYEHHUIO IPOTPAMMHOMN CpeJibl TOIKHBI 00eCreunBaTh YCTAHOBKY U (UJTH)
3aIyCK TOJIBKO Pa3peleHHOro K MCI0b30BaHNIO B MH(POPMALIMOHHOM cucteme
IIPOrPaMMHOTr0 OOecTeueHus WK UCKI0YaTh BO3MOKHOCTh YCTAHOBKH U (MJIM) 3aITycKa
3aIpeleHHOr0 K UCI0Jb30BaHMIO B MH(POPMALIMOHHOM cucTeMe MpOrpaMMHOTO
oOecrieyeHus.

e Mepsbl 110 3aIIUTE MAIIMHHBIX HOCUTENIEH NEPCOHANBHBIX TaHHBIX (CpeACTB 00pabOTKU
(XpaHeHMsI) HEPCOHANBHBIX JIaHHBIX, ChEMHBIX MALTMHHBIX HOCUTEEH MepCOHATbHBIX
JAHHBIX ) TOJIKHBI UCKIHOYATh BO3MOXHOCTh HECAHKIIMOHUPOBAHHOT'O JOCTYIIA K
MAaIIMHHBIM HOCUTEJISIM U XPaHALMMCS Ha HUX NIEPCOHATIBLHBIM JIAaHHBIM, a TaKKe
HECaHKI[MOHMPOBAHHOE UCIOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCUTENEH ePCOHATbHBIX
JAHHBIX.

e Mepsl 0 perucTpanuu coobITU 0€30M1aCHOCTH JOKHBI 00ecrieunBaTh cO0Op, 3aMuCh,
XpaHEHHUe M 3alUTy HHpOopMaLuU 0 COOBITUSAX 0€30MaCHOCTH B HHPOPMAIIMOHHOM
CHCTEME, a TAK)KE BO3MOXKHOCTH ITPOCMOTPA U aHAIN3a HH(POPMAIIUK O TAKUX COOBITHSIX
U pearupoBaHuE Ha HUX.

e Mepbl 10 aHTUBUPYCHOI 3alIUTe JOKHBI 00ecrieynBaTh OOHapyKEHHUE B
UH(POPMALIMOHHOM CUCTEME KOMITbIOTEPHBIX IPOTPaMM JINOO MHON KOMITBIOTEPHOM
uH(pOopMalny, NpeJHa3HAYE€HHOM JIJIsl HECAaHKIIMOHUPOBAHHOTO YHUUTOXKEHHUS,
OJI0KMpOBaHUA, MOAM(UKALINN, KOTUPOBAHHS KOMITBIOTEPHON MH(OpMAIK WK
HEeUTpaIu3auu CpeCTB 3allUThl HH(OPMALINHY, a TAK)KE pearupoBaHue Ha OOHapyKeHUe
3THUX MPOrpaMM U HHPOPMALIUH.

e Mepsl o oOHapYKEHUIO (ITPEIOTBPALLEHUIO) BTOPKEHUN JOJKHBI 00eceunBaTh
oOHapyXeHHe NeUCTBUI B MH(OOPMAITMOHHON CHCTEME, HAITPaBJICHHBIX Ha
HECaHKIIMOHUPOBAHHBIN TOCTYI K HH(OpPMAIINH, CTICIUAIbHbIE BO3ICHCTBHS HA
WH()OPMAITMOHHYIO CUCTEMY U (WJIH) TIEPCOHATBHBIC TAHHBIE B IEJISIX TOOBIBAHMSI,
YHUYTOKCHUS, HICKAKEHNUS U OJIOKUPOBAHUS JIOCTYIIa K IEPCOHAIBHBIM JJAHHBIM, a TAK)Ke
pearupoBaHue Ha 3TU ACHCTBHUSL.



e Mepbl 10 KOHTPOIIIO (aHAJIN3Y) 3AIIMILEHHOCTH NEPCOHAIBHBIX JaHHBIX JOJKHBI
o0ecreunBaTh KOHTPOJIb YPOBHS 3alUIIEHHOCTH 1EPCOHAIBHBIX TaHHbIX,
o0pabaTbIBaeMbIX B MH(POPMALIMOHHOW CUCTEME, ITyTEM MPOBEICHHS CUCTEMAaTHUECKUX
MEPONPUATHIA IO aHAU3Y 3ALIUIEHHOCTH HH(POPMALIMOHHOM CUCTEMBI U TECTUPOBAHHIO
paboTOCTIOCOOHOCTH CUCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX.

e Mepbl 10 00€CIIEYEHHUIO LIETOCTHOCTH MH(POPMALIMOHHONW CUCTEMBI U MIEPCOHAIBHBIX
JTAaHHBIX JO0JDKHBI 00ecrieunBaTh OOHapykeHue (PaKTOB HECAaHKIIMOHHUPOBAHHOTO
HapyIIEHHUS HEJIOCTHOCTH MHPOPMALIMOHHOW CUCTEMBI U COICPIKAIINXCS B HEH
IEPCOHAIBHBIX JAHHBIX, & TAK)KE BO3MOKHOCTh BOCCTAaHOBJIEHUS MH(POPMALIMOHHOM
CUCTEMBI U COACPIKAIINXCS B HEHU I1EPCOHAIbHBIX JaHHBIX.

e Mepsbl 10 00€CIIEYEHUIO JOCTYITHOCTH [IEPCOHATIBHBIX JAHHBIX JI0JIKHBI 00€CIIeYnBaTh
aBTOPU30BAHHBIN OCTYII MOJIb30BATENIEH, UMEIOIINX MIPaBa 10 JOCTYILY, K
NEPCOHAIBHBIM JJAHHBIM, COJICPKAIUMCS B MH(POPMALIMOHHON CUCTEME, B IITATHOM
pexxume QyHKIMOHUPOBAHUS HH(POPMALIMOHHON CUCTEMBI.

e Mepbl 110 3aLIUTE CPeibl BUPTYATU3aLUU JOHKHBI UCKIIIOUYaTh HECAHKIIMOHUPOBAHHBIN
JIOCTYTI K TIEPCOHAIBHBIM JaHHBIM, 00pa0aThIBA€MbIM B BUPTYaJIbHOW HHPPACTPYKTYDE,
U K KOMIIOHEHTaM BUPTYaJIbHOW HHPPACTPYKTYpPHI U (MJIM) BO3/IEHCTBUE HA HUX, B TOM
YHClIe K CPEJICTBAM YIIPaBJICHUS BUPTYaJIbHOU HHPPACTPYKTYpOil, MOHUTOPY
BUPTYaJIbHBIX MAIINH (TUIIEPBU30PY), CUCTEME XPAaHEHHUS JAHHBIX (BKIIIOYas CUCTEMY
XpaHeHHus 00pa30B BUPTyalbHONU HHPPACTPYKTYPHI), CETH MEpelaun JAHHBIX Yepes3
3JIEMEHTHI BUPTYaIbHOM WK puznyeckoit HHPPaCTPYKTYpbl, TOCTEBBIM ONEPALMOHHBIM
CUCTEMAaM, BUPTYalIbHbIM MalIMHAM (KOHTEMHEpaM), CUCTEME U CETH PEIUIMKAIIH,
TEPMHUHAIBHBIM U BUPTYaJIbHBIM YCTPOMCTBAM, a TAK)KE CUCTEME PE3EPBHOIO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.

e Mepsl 10 3a1IUTE TEXHUYECKUX CPEACTB JTOJKHBI UCKIIIOUaTh HECAHKIIMOHUPOBAHHBIH
JIOCTYT K CTallMOHAPHBIM TEXHUYECKUM CPEACTBaM, 00pabaThIBAIOLINM [IEPCOHATILHBIE
JTaHHbIE, CpeACTBaM, 00eCIIeYMBaOIINM (PYHKIIMOHUPOBAaHNE HHPOPMAILITMOHHOMN
cHCTeMBI (lanee - cpecTBa odecreueHus: PyHKIIMOHUPOBAHMS), U B TOMEIIEHUS, B
KOTOPBIX OHU MOCTOSIHHO PACIIOI0XKEHBI, 3aIIUTY TEXHUYECKUX CPEJICTB OT BHELTHUX
BO3/ICICTBUI, a TAKXKE 3aILUTY IEPCOHAIBHBIX JaHHBIX, IIPEJCTABICHHBIX B BUJC
MH(OPMATUBHBIX AMEKTPUUECKUX CUTHATIOB U (PU3HMUECKUX TOJIEH.

e Mepsl 10 3amuTe HHHOPMALIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3M U Mepeiadun
JTAHHBIX JI0JDKHBI 00€CTIeYMBATh 3aIUTY NEPCOHATIBHBIX JAHHBIX MPH B3aUMOIECHCTBUH
MH(OPMALIMOHHON CUCTEMBI UJIU €€ OTAEIbHBIX CETMEHTOB C HHBIMU
MH(POPMALIMOHHBIMU CUCTEMaMH U MHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETAMHU
MOCPEACTBOM IPUMEHEHHUS apXUTEKTYpPbl HH(POPMALIMOHHONW CHCTEMBI U TPOEKTHBIX
peLlIeHM, HalpaBJIeHHBIX HA oOecrieueHne 0€30MacHOCTH MEePCOHABHBIX JaHHBIX.

e Mepbl 110 BBISIBICHUIO HHIUJEHTOB U pearipoOBaHUIO HAa HUX JOJKHBI 00ecrieunBaTh
oOHapyxeHHe, HACHTUPHUKAIUIO, aHAJIU3 HHIUACHTOB B UH(OPMALIMOHHOMN cUCcTEME, a
TaK)K€ IPUHATHE MEP MO0 YCTPAHEHUIO U NIPEIYNPEKICHUIO HHIUACHTOB.

e Mepsl 110 yrpaBlIeHUIO KOH(UTYpanueid ”HPOPMAIIMOHHON CUCTEMBI M CUCTEMBI 3aIIUThI
NEPCOHANBHBIX JaHHBIX JOJDKHBI 00€CTIeYuBaTh YIPABICHNUE U3MEHEHUSIMU
KOH(Urypauuu nHOOPMALIMOHHONW CUCTEMBI U CUCTEMBI 3aIllUThI IEPCOHATBHBIX TAaHHBIX,
aHaJM3 NOTEHIMATBHOTO BO3/ICHCTBUSA TUIAHUPYEMbIX U3MEHEHUH Ha oOecrieueHue
0€301aCHOCTH MEPCOHATBHBIX JAHHBIX, & TAKXKE JOKYMEHTHPOBAHUE 3TUX U3MEHEHHH.

Jlis peanu3aly yKa3aHHBIX Mep M0 00eCHeueHHI0 0Ee30MaCHOCTH MOTYT IPUMEHSThCS
MEKCETEBBIE IKPAHBI, CUCTEMBl OOHAPY)KEHUSI BTOPXKEHMI, CPEJICTBA aHATN3a 3alUILEHHOCTH,
CHELHMATU3UPOBAHHBIE KOMITJIEKCHI 3AIUThI U aHAIM3a 3aLUILEHHOCTH HHPOPMALIUH.



st 3ammtsl [1/1H, npencraBneHHON B Buie MHGOPMATUBHBIX 3JIEKTPUUECKUX CUTHAIOB
U (GU3NYECKUX TO0JeH MOryT MPHUMEHAThCS CIEAYIOUIME METOAbl U CHOCOOBbI 3allUTHI
uHpOpMaLUu:
® JCIOJIb30BAaHUE TEXHUYECKHUX CPEICTB B 3AIIMIIEHHOM HUCIIOJIHEHUHY;
® HCIOJIB30BaHME CPEACTB 3aLIUTH MH(OPMAIMH, MPOILISANINX B YCTaHOBJICHHOM
MIOPSIAKE IIPOLEYPY OLIEHKU COOTBETCTBUS;
e pa3MelleHHe OOBEKTOB 3alllUThl B COOTBETCTBHMM C MpEANIMCAaHMEM Ha
JKCILTyaTaluIo;
e pa3MelleHNe MOHMKAIOIUX TPAaHC(POPMATOPHBIX MOJCTAHIINHI AIIEKTPONUTAHUS U
KOHTYPOB  3a3€MJICHHs TEXHHYECKMX CPEACTB B IIpeleiax OXpaHseMou

TEPPUTOPHUU;
e o0ecrieueHue pa3Bs3KM LENEH DBJIEKTPOIIUTAHUS TEXHUYECKUX CpEACTB C
ITOMOUIBIO 3aLUTHBIX ¢GUIBTPOB, OJIOKHPYIOITNX (moaaBIIAIOIINX )

MH(OPMATHUBHBII CUTHA;

e oOecreueHne >JIEKTPOMArHUTHON Pa3BsSI3KU MEXAY JUHUSAMH CBS3U U JIPYTUMU
LEMSIMH BCIIOMOTATEIbHBIX TEXHUYECKUX CPEJICTB U CHUCTEM, BBIXOIAIIMMHU 3a
npeiesbl OXpaHIeMOil TeppUTOpUH, U MHPOPMAITMOHHBIMH LIETISIMU, 110 KOTOPBIM
UPKYJIHAPYET 3amuiaemMas HHGopMarus.

Bosmoxnble MeTObI U criocoObl 3amuThl [1J{H, mpeacTaBieHHbIX B BUE aKyCTUYECKOM
(peueBoif) mH(pOPMAIMH, 3aKITIOYAIOTCS B PEATH3alUN OPTraHU3alMOHHBIX U TEXHHYECKUX Mep
IUist  o0ecrieuyeHus] 3BYKOM3OJSIIMM OTPa)JAlOMIMX KOHCTPYKIMM TMOMEIICHHW, B KOTOPBIX
pacnojio’)keHa WH()OPMAIIMOHHAS CUCTEMA, UX CHCTEM BCHTHJISIIUU W KOHIUIIMOHUPOBAHHUS, HE
MO3BOJIAIONICH BECTH MPOCIYIIMBAHUE aKyCTHUUYECKOH (peueBoil) mHGOpMaluu Mpu rojoCOBOM
BBOJIC TMEPCOHAIBHBIX JAHHBIX B HWH(DPOPMAIMOHHOW CHCTEME WWJIM BOCIHPOU3BEICHUU
uH(pOpMaIIUU aKyCTUYECKUMHU CPEJICTBAMHU.

2.2. IIpuHUUIIBI ¥ cI0CO0BI ONpe/ieJIeHNsl AKTYAJIbHBIX Yrpo3 0esonacHoctu I1/{n

Jns BeiOopa © peanusanu  Mep 1o obecrnedyenuto OezomacHoctH  [I[lH B
uHpopMaMOHHOM cucteme OpraHu3anuu Ha3HayaeTcs OTBETCTBEHHBIM IO  3aluTe
nH(popMaluu B ”HPOPMAILIMOHHBIX CUCTEMAX NEPCOHANIbHBIX JaHHbIX.

Beibop u peanmmsanus mep mno oOecneuenuto OezomacHoctu [IJJln B UCIIAH
OCYIIECTBIISIIOTCS HA OCHOBe, ompeaenseMblx B Opranuzanuu, yrpo3 0e30macHOCTH
NEepCOHANBHBIX JaHHBIX (MOJENb yrpo3) U B 3aBUCUMOCTH YpOBHs 3amuineHHoctd I[1/IH,
omnpezaeneHHoro B coorBeTcTBuM ¢ Iloctanosnenuem IlpaBurtenscrBa ot 1.11.2012 r. Ne 1119
«O0 yTBepKIeHHH TpeOOBaHMN K 3allUTe MEPCOHAIBHBIX MAHHBIX HpU HUX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATbHBIX TAHHBIX».

Mogens yrpo3 pazpabaTbIBaeTCs Ha OCHOBE CIEAYIOIIMX METOJANYECKUX IOKYMEHTOB!

e bazoBas monenp yrpo3 6€30macHOCTH MEPCOHATBHBIM JIaHHBIM MPU 00pabOTKE B
MH(OPMALIMOHHBIX CHCTEMax IEepCOHANBHBIX JaHHBIX, YTBEPXKACHHOH 15
despans 2008 r. 3amectutenem nupekropa @CTOK Poccun;

e Meroauka OIpenesaeHus] aKTyalbHbIX Yrpo3 0€30MacHOCTH MepCOHATbHBIX
JaHHBIX TpU 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaxX MEepCOHANbHBIX JaHHBIX,
yrBepxkaeHHon 14 ¢espans 2008 r. 3amecturenem nupexropa ®CTIK Poccun.

Monens yrpo3 nepcoHanbHbIM JaHHBIM COCTABIISIETCS OTBETCTBEHHBIM 10 3amuTe [1JIH n
yTBepXkAaeTcsa pykopoaureneM Opranu3anuy.

[Tepuoanunocts nepecmorpa Moaenu yrpo3 s kaxkaod UCII/IH onpenenena B myHKTe
2.4. 1aHHOTO TIOKYMEHTA.

2.3. Onpenenenue ypoBHs 3amumesnoctu I /{n
I[Ipu  oOpaGoTke  TEPCOHANBHBIX  JaHHBIX B  HWH(POPMAIIMOHHBIX  CHUCTEMax
YCTaHABIUBAIOTCA YypoBHU 3amumeHHocty [IJ[H B coorBerctBun ¢ IlocranoBieHnem
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[TpaButensctBa ot 1.11.2012 1. Ne 1119 «OO6 yrBepkaeHUH TpeOOBaHUN K 3alluTe
NEepCOHANBHBIX TaHHBIX HpPU UX 00paboTke B MH(OPMALMOHHBIX CHCTEMax IE€PCOHATBHBIX

JaHHBIX».

[Ipu ompenenenun ypoBHs 3ammmieHHoctd [I/[H, mpu mx o6pabotrke B HCIIOH
YUYUTBIBAOTCS CIEAYIOIINE UCXOIHbIE JaHHBIE:

Kareropusi oOpabaTbiBaeéMbIX B HH(POPMAIMOHHON CHUCTEME IEPCOHATbHBIX
JTAHHBIX;

00beM 00pabaThiBaéMbIX TEPCOHAIBHBIX JIAHHBIX (KOJMYECTBO CYOBEKTOB
MEPCOHANBHBIX JIaHHBIX, MEPCOHAIbHBIC JAaHHbIE KOTOPBIX OOpabaThIBAIOTCS B
MH(POPMAIIMOHHOH cUCTEME);

3aJJaHHbIE OMEPATOPOM XapPaKTEPUCTHKU OE30MacCHOCTU NEPCOHAIbHBIX JaHHBIX,
oOpabaTheiBaeMbIX B HH(POPMAITMOHHOMN CHCTEME;

Tun yrpo3 6ezonacHocty [1/1H, akTyanbHbIX 17151 HHPOPMAILMOHHON CUCTEMBI;
npoBepseTcs ycaoBue npuHauexuoctu I1/In corpyanukam oneparopa [1IH nim
MHBIM CYyOBEKTaM, He SIBJISIONUMCS COTPYJTHHUKAMH OTIepaTopa.

[To pe3ynbraTtam aHanu3a UCXOIHBIX JAHHBIX UH()OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX
JIAaHHBIX TPUCBAMBACTCS COOTBETCTBYIOIIMM YpOBeHb 3amuuieHHoctd [I/[H, m cocraBusiercs
«AKT ompeneneHus ypoBHs 3amuiieHHoctd [I[ln, mpu wux o6paborke B HCITTH»,
yTBEpK1aeMbli pykoBoauTesneM Opranu3ainu.

YpoBeHb 3alUIIIEHHOCTH EPCOHAIBHBIX IAHHBIX MOXKET ObITh MIEPECMOTPEH:

[0 PEUICHHIO OTBETCTBEHHOTOo mo 3amute [I[lH B Opranm3anuy Ha OCHOBE
MIPOBEICHHBIX UM aHAJIN3a M OLICHKH Yrpo3 0e30MacHOCTH IMEePCOHATBHBIX JTAHHBIX
C yueToM OCOOEHHOCTeW M (WJIM) M3MEHEHUH KOHKPETHOW HH(OPMAIMOHHON
CUCTEMBI;

Mo pe3yabTaTaM MEPONPHUATHI MO KOHTPOJIO 33 BBIMOJIHEHHEM TPeOOBaHMM K
obecriedueHr0 0€30MacHOCTH TEPCOHANBHBIX MaHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHON CUCTEME.

2.4. Tlnan meponpusiTuii mo odecneyenuro 6ezonacuoctu IIn
Jns obecniedyeHust 0G€30MaCHOCTH MPOLECCOB 0OpabOTKH MEPCOHATIBHBIX JAaHHBIX B
OpFaHI/I?;aIII/II/I, JOJIDKHBI OBITH BBIIOJIHEHEI pa60TBI, B COOTBCTCTBUU C INIAHOM, YKAa3aHHOM HMIKC!:

Meponpusitue ‘ IlepuoguyHOCTH

Oprasn3anmoHHbIe MEPONPUATHSA

O6cnenoBanre HHPOPMALIMOHHBIX CUCTEM
NIEPCOHATBHBIX JAHHBIX

PaszoBoe

Onpenenenne nepeynss UCII/Ix PazoBoe

Onpenenenne oopadarsiBaeMbix [1/H 1

PazoBoe
00BEKTOB 3aIUTHI
Ornpezenenue Kpyra Jinll, y4acTBYIOIIHNX B
PazoBoe
obpabotke I1/1x
OnpenelneHue OTBETCTBEHHOCTH JIU
pel 1 PazoBoe

YY9aCTBYIOIIUX B 00paboTKe

Onpenenenne npaB pa3rpaHUYCHUS JOCTYIA
nonb3oBareneit UCITJIH, HeoOXOUMBIX TS PazoBoe
BBITIOJTHCHHS JIOJDKHOCTHBIX 00sS3aHHOCTEH

Ha3znaueHne OTBETCTBEHHBIX 32 0€30IaCHOCTD H

opranuzanuio UCIT/Ix PazoBoe

Ornpenenenne ypoBHs 3auuiieHHocty [1JIH mist

PazoBoe
Bcex BoiiBleHHBIX UCITIH
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Meponpusitue

IleproauvHocTh

YcTaHOBIIEHUE KOHTPOJIUPYEMON 30HBI BOKPYT
NCIIn

PazoBoe

Br16op nomMerienuit st ycTaHOBKH anmapaTHBIX
cpeacts UCII/IH B moMeIIeHHSX, C LENbIO
uckmoueHuss HCJI nun, He AONMYyIIEHHBIX K

obpabotke I1/1x

PazoBoe

Opranuzanus pexuMa U KOHTPOJIS JOCTYIa
(oxpaHbI) B TOMEIICHUS, B KOTOPBIX
ycTaHoBJieHb! anmnapaTtibie cpeacTsa UCIIH.

PazoBoe

Opranu3zanus nopsiKa pe3epBHOr0 KOMUPOBaHUS
Y BOCCTAHOBJICHUS 3allMIIaeMoi HHPOPMALIUU HA
TBEP/IbIE HOCUTEINN

PazoBoe

BBenenue B neiicTBUE MHCTPYKIIMU 110 3aILUTE
NCITIn

PazoBoe

Opranu3zanus nHGOPMUPOBAHUS U O0yUEHUS
COTPYAHHUKOB O TIOPAJIKE 0OPaOOTKH U 3aIIUTHI
I11u

PazoBoe

Pa3paboTka 1OMIKHOCTHBIX UHCTPYKITUH O
nopsiike oopadotku I1JIH 1 obecneueHN
BBEJICHHOT'O PEKMMA 3aIUTHI

PazoBoe

Pa3paboTka uHCTpYKLUN O IEHCTBUM B ClTyyae
BO3HUKHOBEHMSI BHEIITATHBIX CUTYalIUH

PazoBoe

PazpaboTka mosnoxxenus 06 00paboTKe U 3aIIuTe
I1/11, oOpabarsiBaembix B UCTTlH

PazoBoe

YTBep)KI[eHI/Ie MOJUTHUKU OS30IMaCHOCTH
NCPCOHAJIBHBIX JAHHBIX

PazoBoe

Opranu3zanus KypHaia yueTa oOpanieHuii
cyowsekToB [1][H

PazoBoe

Opranu3zanus nepeyHs no y4ery TEXHUUECKUX
CPEJICTB M CPEJICTB 3AIIIUTHI, a TAKKE
JIOKYMEHTAIUU K HUM

PazoBoe

Opranuzanus ocToB OXpaHsbl JUIsl IPOIYCKa B
KOHTPOJHMPYEMYIO 30HY

PazoBoe

NHKeHepHO-TeXHHYECKHE MEPONIPUATHSA

BHeapenne TeXHUUECKON CUCTEMBI KOHTPOJIS

PazoBoe
JIOCTyNIa B KOHTPOJUPYEMYIO 30HY U TOMELIECHHUS
BHeapenne TeXHUUECKON CUCTEMBI KOHTPOJIS
PazoBoe
nocryna k anementam UCITIn
YcraHoBKa K03 Ha OKHAX PazoBoe
BHuenpenue pe3epBHBIX (IyOIUPYIOIINX )
TEXHUYECKHUX CPEJCTB KIIOUEBBIX AJIEMEHTOB PazoBoe

VCTI/In

Meponpusitusi no BHeapenuno C31U or HCJA

Buenpenue cucremsl 3amutel oT HCJ] Ha

PazoBoe
pabounx CTaHIMSIX U CepBEpax
BHuenpenue cucteMbl aHTUBUPYCHOM 3aIIATHI PazoBoe
Braenpenue cpeacts MEXKCETEBOrO
AP peA PazoBoe
SKpaHUPOBAHUS
BrenpeHue cpeacTs aHann3a 3alllUIEHHOCTH PaszoBoe
Brenpenue cpencTB 0OHApYKEHHsI BTOPKEHUN PazoBoe
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Meponpusitue

IleproauvHocTh

Coznanue )xypHana BHYTPEHHUX IPOBEPOK U
NOJIICP>)KaHUE €r0 B AKTYaJIbHOM COCTOSIHUU

Exemecsauno

KonTponb Haj coOmoieHneM pexnma 00padoTKu
[11a

ExeneneapHo

KoHTpous Haji cOOIIOICHUEM PEXKHMa 3alUThI

ExxenneBHo

KoHTpob Haj BeIOTHEHHEM aHTUBUPYCHOU
3aIUTHI

ExeneneapHo

KoHTpoinb Haj cOOMI0CHUEM PEKUMA 3aIUTHI
IIPH MTOJKJIFOYEHUH K CETSIM OO0IIIET0 MOJIb30BAHUS
1 (WIM) MEeKTyHApOIHOTO OOMEHa

ExxenenennHo

IIpoBenenue BHYTpEHHUX IPOBEPOK HA MIPEIMET
BBISIBJICHUSI U3MEHEHU B peskuMe 00pabOTKU U
3ammThl [1H

Exeroano

KoHTposb 3a 00HOBIEHUSIMU IPOTPAMMHOIO
obecrieyeHus: ¥ eTMHO00pa3Hsl MPUMEHSIEMOT0
10 na Bcex anementax UCIIIn

Exenenennno

KonTpo:b 3a obecrieueHuEM pe3epBHOTO
KOIUPOBAHUS

Exemecsauno

Opranu3zanys aHajmsa v nepecMoTpa
uMermuxcs yrpos 6ezonacuoctu I[1/1H, a Takxe
IpeJICKa3aHue MOSBICHUS HOBBIX, €IIIe
HEU3BECTHBIX, YIPO3

Exxeronno

HozmepxcaHI/Ie B aKTyaJIbHOM COCTOSAHHNU
HOPMATUBHO-OPraHU3allMOHHLIX JJOKYMCHTOB

Exemecsauno

Kontpos 3a pa3paboTkoii 1 BHECEHUEM
M3MEHEHUH B IpOrpaMMHOE oOecriedeHue
coOCTBEeHHOM pa3paboTku uiu mratHoe 10,
CIIeUaTIbHO J1opadaThiBaeMoe cOOCTBEHHBIMU
pa3paboTYMKaMU WIIK CTOPOHHUMHU
OpraHru3alsiMu.

Exemecsauno

TectupoBanue peanuzanuu mpaBuil GUIbTPAITUN
Ha MO, HacTpoek cucteMsbl 3aiuThl oT HC/I,
CUCTEMBI 3aIIUTHI OT BUPYCOB, CUCTEMBI
OoOHapyXEHHS BTOP)KCHHUI U aHAJIA3a
3alUIIICHHOCTH

Exemecsauno
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3. TpeboBaHusi no ob6ecnevyeHN0 6€30MNacCHOCTU NepPCOHarbHbIX
AAHHbIX

BriOpannbie U peanu3oBaHHbIE Mepbl MO oOecmeueHuto Oe3omacHocTH [1/IH mHOMKHBI

o0ecrieunBaTh HEHUTpaIM3alMIO IPEANOJIAraeMblX YIpo3 0€30MaCHOCTH MEePCOHAIBHBIX JaHHbIX,
npu ux 00paboTke B MHPOPMALMOHHBIX CHCTEMaX B COCTaBE CHCTEMBI 3AIIUTHI EPCOHATBHBIX
JaHHbIX Opranusanuu.

Cucrema 3alIUThI IEPCOHAIBHBIX JTAHHBIX, CTPOUTCS HA OCHOBAHUH:

e Mogenu yrpo3 0e€30MacHOCTH MEPCOHAJIbHBIM JI@aHHBIM MpU HUX 00paboTke
MH(POPMAIIMOHHON CHCTEME TMepCOHANBHBIX naHHbIX «CoTpymHuku» MAOY
COLL Ne43 ropona TromeHnu;

e Mogenu yrpo3 0€30MacHOCTH TMEPCOHAJIbHBIM J@HHBIM TpU HX 00paboTke
nH(OPMALIMOHHON CHCTEME MEPCOHANBHBIX AaHHBIX «OO0yyatomuecs» MAOY
COLL Ne43 ropona TromeHu;

e TexHUYECKOTO  MPOEKTa  «CUCTEMbl  3alUTHl  MEPCOHATBHBIX  JIAHHBIX
MH(OPMALIMOHHBIX CHUCTEM TepcoHanbHbIX NaHHBIX MAOY COII Ne43 ropona
Tromenwn,

e PykoBomsauux nokymeHtoB @CTOK nu ®Ch Poccun.

BriO6pannsie HeoOxoqumbie Meponpuatus no 3amute [I/Jn oTpaxkatorcs B «OmnucaHuu

CUCTEMBI 3alUThl epcoHaNbHbIX AaHHBIX MAOY COIL Ne43 ropona TromeHu.

3.1. TpeooBanus no odecneyeHuro 3amuthl B UCII[{n «Corpyanuxku» u UCIIAn
«O0yuarommuecs»
Jia 3amutel o1 HCJ[ B UCIT[IH Ha paGouux CTaHIUSAX U CepBepax yCTAHABIMBAETCS

CpEeICTBA 3aIIUTH HHPOPMAINH, 00€CTICYNBAIOIIHE:

Unentuduxamuss ¥ ayTeHTHU(QHUKALUs MOJb30BaTeNeld  SABIAIOIIMXCS  paOOTHUKAMU
orepaTopa;

VYnpaieHue HuAeHTH(UKATOpaMH, B TOM YHCIE CO3JlaHUE, MPUCBOCHUE, YHUUYTOXKECHUE
UACHTU(PUKATOPOB;

VYnpasieHue cpencTBaMM — ayTeHTH(UKALUMU, B TOM 4YHCIE€ XpaHEHUE, BblJIaua,
UHULIMAIM3alus, OJOKMPOBaHHE CpPEACTB ayTeHTU(UKAMM W TMPHUHATHE MEp B ciydae
yTpaThl U (UJIM) KOMIIPOMETAIIUU CPEJCTB ayTeHTU(UKALINH;

3aripra OOpaTHOM CBSI3U MPU BBOIE AyTeHTU(DHMKAIMOHHOW MH(OPMALIUU

WNnentudukanuss u ayTeHTU(UKALUS TONb30BaTeNIel, HE SBISIOMMXCI PabOTHUKAMH
oreparopa (BHEIIHUX MOJIb30BaTeeil);

VYmpasnenue (3aBeieHUE, aKTUBAIUS, OJIOKHPOBAHNE U YHUUTOKEHHE) YUETHBIMU 3aITUCSIMU
M0JIb30BAaTENEH, B TOM YHCIIe BHEIIHUX MOJIb30BaTENeH

Peanuzanus HEOOXOOUMBIX METOAOB (IUCKPELHMOHHBINA, MaHAATHBIN, POJEBOM WM MHOMN
METO[1), TUNOB (YTE€HHE, 3alHCh, BBHINOJHEHUE WIM MHOM THN) U NpaBWJ pa3rpaHUYCHUS
JIOCTYIa;

VYnpasnenue (¢punbTpanusi, MapuIpyTU3alus, KOHTPOJIb COEJUHEHUI, OJHOHAIpaBICHHAs
nepefaya M HMHbIE CIOCOOBI  ympaBieHHs])) HWHGOPMAIMOHHBIMU IOTOKAMH MEXIY
YCTPOMCTBAMM,  CETMEHTAaMH  MH(POPMALlMOHHOM  CHUCTEMBI, a  TaKkKe  MEeXay
MH(OPMALIMOHHBIMU CUCTEMAaMU;

Pasnenenne nomHomoumit  (ponei) monb3oBaTenedl, AAMHHHCTPATOPOB W JIUI,
oOecrieynBarOIUX (PyHKIIMOHUPOBAHHE HHPOPMALIMOHHOMN CUCTEMBI,

Ha3naueHne MUHUMaIbHO HEOOXOAMMBIX MpaB M  INPHUBWIETUH  IOJIB30BATEIISAM,
aJMUHUCTpaTOpaM W JHIaM, oOecredyrBaromuM (QyHKIHOHUpOBaHUE HHGOPMAIIMOHHON
CUCTEMBI;
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— OrpaHudeHHe HEYCICIIHBIX MOMBITOK BXOJa B WH(MOPMAIMOHHYIO CHUCTEMY (JOCTyma K
HH()OPMAITMOHHOM CHCTEME);

—  Peanuzanus 3aluIneHHOr0 YAaJeHHOTO JOCTyNa CyOBEKTOB AOCTYMA K 00BEKTaM JI0CTyIa
yepe3 BHELTHHE WH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIE CETH;

—  VYnopaieHue B3auMoieiicTBUeM ¢ HHGOPMAIMOHHBIMU CHCTEMaMU CTOPOHHUX OpTraHU3alun
(BHENTHUE MH(GOPMAITMOHHBIC CUCTEMBI);

—  Ompenenenne coObITH 6€30MACHOCTH, TIOJICKAINX PETUCTPALUH, U CPOKOB UX XPAHCHHUS;

— Ormpenenenne cocraBa W coaepkaHust HHGOpMAIMM O COOBITUSX OE30MAaCHOCTH,
MOJUIeKAIUX PETUCTPALINY;

— COop, 3amuce u XxpaHeHwe HHGOpPMALMU O COOBITUSX O€30MaCHOCTH B TEUEHHE
YCTaHOBJICHHOT'O BPEMEHH XPaHEHUS;

—  3amuta uHGOPMAINH O COOBITUAX 0€30MaCHOCTH;

—  Peanuzanus aHTUBHPYCHOM 3alIUTHI;

— OOnoBneHue 0a3bl JaHHBIX IPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTrPaMM (BUPYCOB);

— Opranuzanys KOHTPOJIHPYEMOH 30HBI, B TMpeaesiax KOTOPOH MOCTOSIHHO pPa3MEIIaloTCs
CTallMOHApHbIE TEXHUYECKHUE CpencTBa, oOpabarpiBarolue WHGOPMALUIO, U CPEACTBA
3amUThl HHQOPMAIINH, a TAKXKE CPENICTBA oOecreueHus] PyHKIIMOHUPOBAHMS;

— Koutponbs u ynpaeneHue (Gu3MYECKUM JOCTYIIOM K TEXHHYECKHM CPEACTBAM, CPelICTBaM
3amuThl  MHGOpMAIUKU, CpelIcTBaM oOecredueHus (YHKIMOHMPOBAHMS, a TaKXkKe B
IOMEIICHUSI ¥  COOPYXEHHSA, B KOTOPBIX OHHM YCTAQHOBIECHBI, HCKIIOYAIOIINE
HECAHKIMOHUPOBAHHBIN (PU3MUECKUN TOCTYM K cpeicTBaM 00paboTku UH(OpMAaIIHH, Cpejic-
TBaM  3amuThl HWHpOpMAmMM ®  CcpeAcTBaM  oOecreueHUss  (YHKIMOHHPOBAHUS
UH(OPMALIMOHHON CUCTEMBI, B IOMEIICHUS U COOPYKEHHSI, B KOTOPbIX OHH YCTaHOBJICHBI;

— Pa3memenne ycTpoiicTB BbeBOAa (oToOpakeHHs) WH(OpMAIMKM, WCKIIOYAloIee ee
HECAHKITMOHUPOBAHHBIN TIPOCMOTP;

— KouTponb ycTaHOBKM OOHOBIEHHI MPOrpaMMHOTO OOECHEeYeHHs. BKIIOYass OOHOBIICHHE
IIPOrPaMMHOT0 O0OecTeueHus CPeCTB 3aIlIUThl HHPOpMaIHH;

— Koutpons  paGoTocmocoOHOCTH,  MapaMeTpoB  HACTPOMKH U TPABHIBHOCTH
(GYHKIIMOHUPOBAHUSI IPOTPAMMHOTO O0OECTIEUEHHs U CPECTB 3alIUTHI HHPOPMAIINH;

—  KoHTponb cocTaBa TEXHUUECKUX CPEACTB, MPOTPAMMHOTO 00ECIIEYeHHS M CPEJCTB 3aIlUTHI
uH(pOopMaLnu;

— Oo0ecrieueHne 3alIUThl [EPCOHATBHBIX JAHHBIX OT PACKPBITHS, MOAUMUKAIMH U
HaBs3bIBaHUA (BBOJIA JIOKHOUW MHGPOpPMAIUH) TIpU ee mepeaaye (MOAroTOBKE K mepeaaye) mo
KaHaJlaM CBSI3M, MMEIOUIMM BBIXOJ 3a TIPEAEIbl KOHTPOJIUPYEMOW 30HBI, B TOM YHCIE
OecTpOBOHBIM KaHAIAM CBSI3H;

3.2. TpeOoBanus no opranuzanuu odecrneyerHusi oezonacuoctu B UCII{n

Peructpupyemsie cuctemoii 3amutel oT HCJ[ coObITHs 6e30macHOCTH Ha KOMITbIOTEpax U
cepsepax MCII/IH [omKHBI NPOCMATPUBATBCS U AHAIU3UPOBATBCS HA HAJIMYUE HE
CaHKLIMOHUPOBAHHBIX JEHCTBUI aAMHUHUCTPATOPOM O€30MAaCHOCTH 1O PACNUCAHUIO, VKA3AHHOMY
6 nynkme 2.4.

g 3 pexTUBHOMN 3aIIUTHl OT BPEIOHOCHBIX MPOrpaMM M BUPYCOB Ha KOMIIbIOTEpaxX U
cepeepax WCII/In mepuommdecku (no pacnucauuio, yKazaHuomy 6 nywkme 2.4) TOIKHBI
IIPOBEPSATCS JKypHAJIbl CUCTEMbl aHTUBUPYCHOM 3aIUTHI.

Hns obecrieuenust 3amutel UCII[H ot yrpo3 6GesomacHoctu [1/ln B Opranuzanuu
HE00X0IUMO 00€CIIeUHTh:

® KOHTPOJIb JIOCTyNa MOJb30BaTENIEH K 3alUILAEMbIM pECypcaM B COOTBETCTBUHU C
MaTpuLen J0CTyIa;
® y4eT BceX 3allMIIAEMbIX HOCHUTENIEH HH(POPMALUU € TIOMOLIbIO UX MAPKUPOBKU U
3aHECEHHME YUYETHBIX JaHHBIX B JKypHal ydeTra ¢ OTMETKOM 00 HX BblIaye
(mpueme);
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e (Qusnueckas OXpaHa TEXHUYECKHX CPEACTB HWHGPOPMAIMOHHONW CHCTEMBI
(ycTpoiictTB 1 Hocuteneil wuHoOpMmanMM), NpeaycMaTpUBaOIIas KOHTPOJb
JIOCTyTa B MOMELIEHUS TOCTOPOHHHUX JIML], HAJIMYME HAJEKHBIX MPEIATCTBUN JJIsI
HECAaHKIIMOHUPOBAHHOTO IIPOHUKHOBEHMS B IOMEIICHUS U XPAaHUJIUIIE HOCUTEEH
uH(pOpMAIHH;

® HaJguM4Me CpPEJICTB BOCCTAHOBIICHMS] CUCTEMBI 3alUThl MEPCOHAJIbHBIX JIaHHBIX,
MPEAYCMATPUBAIOIINX BEIECHUE JABYX KONUKW NPOrpaMMHBIX KOMIIOHEHTOB
CpeACTB 3alluThl MH(MOpPMAIMH, WX NEPUOJUYECKOE OOHOBJICHHWE U KOHTPOJb
paboTOCIIOCOOHOCTH.

e TIpoIecca KOHTPOJIS 3a MEeTOCTHOCTHIO MPOTPAMMHON U MH(POPMAITMOHHOMN YacTH,
HPOLIEAYPbI BOCCTAHOBICHUS (10 pACNUCAHUIO, YKA3AHHOMY 6 nyHKme 2.4).

3.3. Ilopsaox opranuzamuu goctyna k MCIIIu

Bce nonbzoBatenun HCII[H nomxusl uMmetrh goctyn kK pecypcam WCIIJIH Tonpko B
COOTBETCTBUHU C pa3pelleHUsIMU, YCTaHOBJIEHHbIMH B «Martpuie nocryna mHojb30BaTeled K
pecypcam UCIITn».

Opranmzanus goctyna HOBOTO moJib3oBateneit k pecypcam MCII[In ocymecTBisiercs
clenyroImuM o0pa3om:

1. CornacoBanme pnoctyma moib3oBatens kK pecypcam MCII[lH m moGamicHwme
nonb3oBarenss B «CHUCOK JIMI, AOCTYH KOTOPBIX K IEPCOHAJIbHBIM JIaHHBIM,
obopabareiBaembix B MCII[lH HeoOXomWM Ui BBITIOJHEHUS CITY)KEOHBIX
(TpylOBBIX) 00SI3aHHOCTEI»;

2. Osnakomienue noib3oBarens ¢ «[lonoxxenuem 06 oO6padoTke u 3amuthl [1/]H B
Opranuzanun» 1 HcTpebOBaHUE ¢ Mosb3oBarens noanucanus «CornameHus o
Hepasriamenuu [1J1p»;

3. Co3manme y4yeTHOM 3amuCH TIOJIb30BaTeNss M OpraHu3anus JocTyna B
COOTBETCTBUM C pa3pelleHusIMH, 3adUKCUpOBaHHBIMHU B «Marpuie aocryna
nosib3oBareneil k pecypcam UCIITna».

[Ipu HeoOxonuMocCTH yaaneHus AocTymna nosb3oBareis kK pecypcam UCIIH (B ciaydasx
YBOJIBHEHUSI COTPYAHMKA M T.J.) HE00X0AUMO 3a0J0KHPOBaTh (WM yAATUTh) YUETHYIO 3allUCh
M0JIb30BATENS U OTKOPPEKTUPOBaTh «CIHUCOK JIUL, JOCTYI KOTOPBIX K NEPCOHAIBHBIM JaHHBIM,
oOpabarbiBaeMbix B MCII/IH HeoOXoauMm JUIsl  BBINOJHEHUS CIYXKEOHBIX (TPYIOBBIX)
00s13aHHOCTEN».

3.4. Tlopsiaok o0padOTKH MHIMIEHTOB 0€30MACHOCTH

[Topsmox o0OpaboTku uHIMAEHTOB Oe3omacHoctu [I/lH omumcan B «MHCTpyKIuu 1o
opranm3anuu  pesepBupoBanus W BocctaHoBienuss HWCII[In, o00paboTka WHIMICHTOB
oe3onacHoctu UCITIa».

3.5. Ilopsiiok BBHINOJHEHUS MPOLEAYP Pe3epPBHOI0 KONMMPOBAHUS

[Topsnok mpouenyp pesepBHoro konupoBanus I[I/[H ommcan B «MHCTpykumu 1o
opranuzanuu  pesepBupoBaHuss u BoccraHoBieHus MCIIJIH, o00paboTka HHIUAEHTOB
oesomacaoct UCITIa».

4. NMNonb3osatenu UCNOH

B Opranuzanpy MOXKHO BBIACIUTH cleayromue rpynnsl mnonas3oBateneid WMCIIH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu [1/[n:
e AIMUHHCTpaTOpa O€30MACHOCTH;
e Omnepatopa APM;
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JlaHHBIE O TPYIINAaX MOJL30BATENAX, YPOBHE UX OCTyHa U HHHOPMUPOBAHHOCTH JIOJKEH
OBITH OTPAXKEH B MATPHUIIE JOCTYIIA MoyIb3oBaresnei k pecypcam UCIIIH.

4.1 AAMUHHCTPATOP 0€30MACHOCTH
Anmunuctpatop Oe3zomacHocTH, cOoTpyaHMK OpraHusanuy, OTBETCTBEHHBIH 3a
¢dbyakuuonupoBanue C3I1JIH, BkiIrO4as 0OCTyKMBaHWE M HACTPOWKY aIMUHUCTPATUBHOM,
cepBepHoii U kiMeHTcko komnoneHT UCIT/IH.
AnmuHuCcTpaTop 6e30macHoCTH 00J1a/1aeT CIEAYIOIIUM YPOBHEM JIOCTYIIA U 3HAHUI:
e obOnanaer npaBamu Aamunucrpartopa UCIIH;
e oOmamaet nosHou uHpopmarueit 06 UCIIH;
® UMeeT JOCTyN K CpeACTBaM 3alllUuThl MH(OpPMALMM W TPOTOKOJIUPOBAHUS U K
yacTH KiroueBbiX aneMeHToB MCIT/H;
e HE WMEeT IpaB JIOCTyNa K KOH(OUTYPUPOBAHUIO TEXHHUYECKUX CPEJICTB CETH 3a
HCKJIFOYEHUEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX ).
AnmuHECTpaTOp 06€30MACHOCTH YIIOJTHOMOYEH:
® peaJu30BBIBATH MOJIUTUKU Oe3omacHOCTH B yacTu HacTpoiiku CK3U, mexceTeBbIx
9KpaHOB U CHCTEM OOHapy)KEHHMsI aTak, B COOTBETCTBUU C KOTOPHIMHU
nosib3oBarenb (Onepatop APM) nonydaer BO3MOXKHOCTh pabOTaTh € AJIeMEHTaMU
NCIIdH;
® OCYILECTBIAThH AyJUT CPEACTB 3aILUTHI;
e YCTaHABJIMBATh JOBEPUTEIIbHBIC OTHOIICHUS CBOEH 3AIMIICHHOW CETH C CEeTAMHU
npyrux OpraHuzanuu.

4.2 Onepatop APM
Omneparop APM, corpyauuk OpraHuzanuu, ocyuecTBisoonmii o6padorky I1/IH.
O6pabotka [1/In Bxirodaer: BO3MOXKHOCTH IpocMoTpa IIJIH, pyunoit BBox IIJIH B cucremy
WCII[AH, ¢opmupoBaHuEe CHpaBOK M OTYETOB Mo uHopmauuu, nomydeHHoil nz MCII/.
Oneparop He HMMeEET IOJHOMOYMM /Jisi YIpaBJi€HUs IMOACUCTEMaMu OOpaOOTKM JaHHBIX U
C3I1/1H.
Omnepatop UCII/IH o6anaer ciaeayomuM YpOBHEM JOCTYMA U 3HAHUMN:
e o0mamaeT BCeMH HEOOXOAMMBIMH  aTpuOyTamu (Hampumep, MapojeMm),
o0ecneunBaIIUMHU JOCTYII K HEKOTOpOMY NoAMHOXKecTBY [1J1H;
e pacrnosaraet KOH(pUICHINATbHBIMH JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

e o0mamaer yacTblo MHQOPMAIMM O TEXHUUYECKHUX CPEACTBAX U KOHPUTYpaluu
NCIIH;

e uMeeT (PU3MUECKUH IOCTYN K TEXHUYECKHM CpeJCTBaM oOpaboTKH MH(popManuu
U CpE/ICTBAM 3alllUThI;

® 3HAeT, 10 MEHbIIEH Mepe, OJTHO JICTATFHOE UMS IOCTYIIA.

5. TpeboBaHus K nepcoHany no obecne4yeHnro 6e3onacHOCTU
NepCcoOHanbHbIX AAHHbIX

Bce corpynnuku Opranuzauuu, siBistomiuecs noib3zoparensimMu UCIIIH, JOMKHBI YE€TKO
3HaThb W CTPOrO BBIMOJHATH YCTAHOBJICHHBIE NpaBWja U OOA3aHHOCTHM MO JOCTYyNYy K
3aIIUIIAeMBIM 00BEKTaM M COOIIOICHUIO IPUHATOTO pexknma 0ezonacHoctu [1/]H.

[Ipyn BCTymsiIeHHMH B JOKHOCTH HOBOTI'O COTPYAHHMKA HENOCPEICTBEHHBIM HAaYaJIbHHUK
nojpa3fielieHusi, B KOTOPOE€ OH TIOCTyMaeT, 00s3aH OpraHU30BaTh €ro O3HAKOMJICHHE C
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JOJDKHOCTHOM ~ MHCTPYKLMEH W HEOOXOOMMBIMM  JOKYMEHTaMH, pPErJIAMEHTUPYIOIIUMU
TpeboBanuss mno 3ammre IIJ[H, a Takxke oOyuyeHHE HaBbIKaM BBIIOJHEHUS MPOLENYD,
HEOOXOUMBIX JJIsl CAHKIIMOHUPOBaHHOI0 ucnoiab3oBanus UCII/Ix.

CoTpyqHMK JOJDKEH OBITh O3HAKOMJIEH CO CBEICHUSAMHU IOJIOXKEHHUS 10 00paboTke u
o0ecrieyeHnI0 6e30MacHOCTH NMEPCOHATBHBIX JaHHBIX, 00padaTeiBaeMbIx B OpraHu3aiii.

Corpynuuku OpraHuzanuy, HCIOJb3YIOIUE TEXHUYECKUE CPEICTBA ayTEHTH(HKALNY,
JOJDKHBI  00ECTIeYMBATh COXPAHHOCTh HWACHTU(PHUKATOPOB (AJIEKTPOHHBIX KIIIOYEH) W HE
nonyckate HCJl k HUM, a Takke BO3MOXXHOCTb HMX YTE€pPHU MJIM HCIOJIB30BAaHUS TPETHUMHU
munamu.  [lonb3oBarenu  HECYT  NEpPCOHAIBHYIO  OTBETCTBEHHOCTh 3a  COXPAaHHOCTh
UEHTU(PHUKATOPOB.

CotpynHuku  OpraHuzanuu  JODKHBI  CJIEOBaThb  YCTaHOBJIEHHBIM  IIpoOLIEypam
nojep)xaHus pexxuma OesonacHocty I1/[H npu BbIOOpe M MCNOJIB30BaHUM HapoJiell (eciau He
UCTIOJIB3YIOTCS] TEXHUYECKHE CPECTBA ayTeHTH(PUKALINN).

Corpynuuku  OpraHu3auuu  JOJDKHBI  OOecliedrBaTh  HQISXKAIIYH0  3alIUTy
000pyI0BaHHUs, OCTaBIIEMOro 0€3 MPUCMOTpa, OCOOEHHO B T€X CiIydasxX, KOTrJa B IMOMEIIECHUE
UMEIOT JIOCTYNl IIOCTOpPOHHME Jmuua. Bce mnonb3oBarenn MOJKHBI 3HaThb TpPeOOBaHMS 110
6e3onacuoctu [I/IH u mpouenypsl 3amuThl 000PYIOBaHHUS, OCTABIEHHOIO O€3 MpUCMOTpa, a
TaKXe CBOM 003aHHOCTHU 10 0OECIIEYEHUIO TAKOW 3aIUTHI.

CoTpynHUKaM 3ampelaeTcsl yCTaHaBIMBaTh OCTOPOHHEE MPOTrpaMMHOE OOecIeueHue,
HOJKJIF0YATh JIMYHbIE MOOUJIbHBIE YCTPOMCTBAa U HOCUTENN MH(OpMAIUM, a TakKe 3alHChIBaTh
Ha HUX 3alIUIIaeMyI0 HHPOPMAIIHIO.

CotpynHukam, a Takke OBIBLIIMM COTPYIHHUKAM, 3alpellaeTcs pasriamaTh 3allUIaeMyo
uH(pOpMaLlMIO, KOTOpas CTajla UM H3BECTHAa IpU padore ¢ MH(POPMALMOHHBIMU CHUCTEMaMH
OpraHu3anuu, TPETbUM JIUIAM.

IIpu pabore c IIJJlu B UCII[JH corpynnuku OpraHuzanuu o00s13aHbl 00ECIEUUThH
OTCYTCTBHE BO3MOXHOCTH npocmorpa IIJI[H Tperpumu nuumamu ¢ MoHMTOpoB APM wim
TEPMHHAJIOB.

ITpu 3aBepumienun paborsl ¢ WUCII[IH coTpyaHuku oO0s3aHbl 3amuTuTh APM  umm
TEPMHHAJIBl C TIOMOIIBIO OJIOKUPOBKH KJIIOYOM MJIM SKBHUBAJIEHTHOTO CpEACTBA KOHTPOJIA,
HarpumMmep, I0CTYIIOM I10 MapoJIo, €ClIM He CHOJb3YIOTCS 00Jiee CUIIbHBIE CPE/ICTBA 3AIIUTHI.

Cotpynnauku Opranusanuu JODKHBI ObITh TPOMH(POPMUPOBAHBI 00 yrpo3ax HapyLIECHUS
pexxuma Oe3omacHocTd I[IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOJKHBI OBITH
O3HAKOMJIEHBI C YTBEP)KICHHOW (QOpMaIbHON NpOLEAYypOd HANOKEHUS JUCHUIUTMHAPHBIX
B3bICKAHUM Ha COTPYIHHUKOB, KOTOpPHIE HAapyIIMJIM MPUHSATHIE TOJUTHKY M IPOLEIYpPbI
6e3onacuoctu [1]1H.

CotpynHuku 00s3aHBl 0€3 MPOMEICHHS COOO0maTh 000 BCeX HAOMIOJAEMBIX WU
moA03puTenbHbIX cinydasx padotsl UCIIIH, Morymux moBsiedb 3a co00H yrpo3bl 0€30MacHOCTH
[T{H, a Takke O BBIABIEHHBIX UMM COOBITHSX, 3aTparuBarommx Oe3omacHocTs [1/IH,
PYKOBOJICTBY MOJpa3JIeIeHUsI U JIMIY, OTBEYAIOIIEMY 32 HEMEJICHHOE PearupoBaHue Ha yrPo3bl
oe3onacHocTH [1]1H.

Koutpoas 3a co0JirogeHneM, Bbille ONMCAHHBIX TPe0OBAHMH MO 3alIUTe
NMEPCOHAJTBHBLIX JAHHBIX COTPYAHUKAMM Opranm.auun, BO3Ji1araerTcsd Ha OTBCTCTBCHHOI'O
no 3amure uHPpopmanuu B MUCIIIH ¥ OTBEeTCTBEHHOro 3a OPraHM3anMI0 00padOTKH
MEPCOHAJTBHBLIX TAHHBIX B Opramnauun.
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6. [lomkHOCTHbIe 06sa3aHHOCTK nonb3oBatenen UCIOH

JlomkHocTHBIE  00si3aHHOCTM  monb3oBareneid  VICIIJIH  ommcanbl B CIEAYIOMIMX
JIOKyMEHTax:
e IHCcTpyK1Ms aAMUHHUCTpATOPA 3aALLUTHL;
e Uncrpyknus nons3osatensd no 3kcrutyarauuu C3U 8 UCI/IH;
e UncTpyknus no opraHuzauuu pesepBupoBaHus u BocctaHoBieHuss WCII/IH,
o0paboTka uHIHIAEHTOB Oe3onacHocTH [1/1H;
e Uncrpykuus nosb3zoBareneit UCIIH;
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7. OTBeTcTBEHHOCTbL coTpyaHukoB UCTOH OpraHnsauun

B cootBerctBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 nrois
2006 r. Ne 152-®03 «O mepCOHANBHBIX JTaHHBIX» JIMIIA, BAHOBHBIC B HAPYIICHHH TPEeOOBaHUU
nanHoro @enepalbHOTO 3aKOHA, HECYT TIPaXKJIAHCKYI0, YrOJIOBHYIO, aJIMHUHHUCTPATHUBHYIO,
JUCIUIUIMHAPHYIO U MHYIO IMPEAYCMOTPEHHYIO 3aKoHOAaTenbcTBOM Poccuiickoit denepauuu
OTBETCTBEHHOCTb.

JlelicTBytoniee 3akoHOmaTeabcTBO P® mo3BossseTr mpeabsABIATH TPEOOBaHUS IO
obecrieyennto Oe3zomacHO paboTHl ¢ 3amMIiaeMor uH(OpManue u mpemxycMaTpuBaeT
OTBETCTBEHHOCTh 3a HapylLICHHE YCTAaHOBJICHHBIX MpaBui JKciutyaTauuun OBM u cucrem,
HENPABOMEPHBIA JOCTyNn K WH(OpMAIMH, €CIH 3TH JEHCTBUS TPHBEIA K YHUYTOKECHHIO,
OJIOKMPOBAaHUIO, MOAU(PHUKAIIMN HHPOPMAIIMH WU HapylIeHuto paboTel OBM uinu certeii (cTatbu
272,273 u 274 YK PO).

Anmunuctpatop UCIIH u agmMuHUCTpaTOp 0E€30MACHOCTH HECYT OTBETCTBEHHOCTH 32
BCE JICHCTBUSI, COBEPIIICHHBIC OT UMEHU UX YUETHBIX 3aIMCEN MJIM CUCTEMHBIX YUETHBIX 3aIHCEH,
€CJIM He JI0Ka3aH (PaKT HECAHKIIMOHUPOBAHHOTO HCIIOIb30BAHUS YUETHBIX 3aMHUCEH.

[Ipn Hapymenusx corpyaHukamu Opranuzanuu — nosaszoBareneid MCIIJIn mpasui,
CBs3aHHBIX ¢ Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JIEMCTBYIOLIMM 3aKOHOAaTenbCcTBOM Poccuiickoit denepanuu.
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